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Abstract
the normal network environment. Weibo Bot-users are the main focus. Considering their high-level automation,

Bot-users spread rumors or fake information widely, misleading the public opinion, seriously affecting

strong disguise power and targeted ability to release, a four-dimensional characteristic index of information
entropy, content repetition rate etc is proposed to construct a feature vector and a identification model based on
Random Forest algorithm is designed to recognize the bot-users. Finally, the Sina Weibo set are used to verify the
efficiency and effectiveness of the model, with the accuracy of 96.7%. The result shows that the model will
undoubtedly be good at distinguishing the Bot-users from the ordinary ones.
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P uid AR ] 8] B e 81 (LR A BT )
1021738871 0,0,0,0,1,1,0,0,0,0,0,1,0,0,0,0,0,1,1,0,0,0,0,0,0,0, ...
1001333992 0,0,0,0,1,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,1,0,0,0,0,0, ...
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7



LR AR (A SR B2 R

B3 NAESEMNERSHAY

Fig. 3 Cumulative distribution function of Similarity
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Fig. 4 Cumulative distribution function of Reputation
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Fig. 5 Cumulative distribution function of MutualRatio
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Fig. 6 Cumulative distribution function of MentionRatio
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Fig. 7 Cumulative distribution function of CommentRatio
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Fig. 10 Mean decrease accuracy of each feature
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