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What's the Problem? 

 Lower credibility on online social network 

traditional water army advanced bot-users 

high-level automation 
strong disguise power 
targeted ability to release 
high efficiency 

 

manually manipulated  
easy to be distinguished 
weak targeted ability 
low efficiency 
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Key idea 

 Got after Experiencing & Analysis 

Framework for bot-users indentification model 
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Data 

 Data 

 get users from investigation & API 

 manually classify the data based on predefined rules 

 Tool: java, R 
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Behavior-based 

 CCE(Corrected Conditional Entropy) 
 measuing the regularity of user's behavior 

 treat time intervals of tweet from every user as a sequence  

Entropy: 

CE: 

CCE: 

Final CCEu: 
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m: the length of the sequence 

Percentage of unique sequenses 

Entropy when m = 1 



Behavior-based 

 CCE 
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Content-based 

 Similarity 
 measuring ratio of weibo with repeated content 

TotalWeibo: # of all compared weibos 
IdenticalWeibo: # of weibos with exactly the same content 

n: # of weibos the targeted users released 
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Content-based 

 Content-based 
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Relation-Based 

 Follow: reputation & MuturalRatio 
 measuring one-way following relationship 

 

 

 

 

 measuring bidirectional following relationship 
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Relation-Based 

 Relation-based 
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Relation-Based 

 MentionRatio 

 measuring ratio of mentions in all weibos 
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Relation-Based 

 CommentRatio 

 measuring difference between # of comments made 
and comments received 
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Relation-Based 

 MessageRatio 

 measuring ratio of sending messages 
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Platform-based 

 NumOfPlatform 
 measuring the diversity in platform 
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Classifier 

 Re-expound Problem 

 

 
 Reasons for choosing Random Forest 

 not sensitive to correlation 

 not sensitive to outlier 

 easily get the importance of every feature 
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Classifier 

 Random Forest 

 random features 

 random samples 

Voting 

u u 
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Classification 

 test the efficience 
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Classification 

 importance 
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Summary 

 Contributions 
 specificly analyse the features of bot-users in Weibo 

 a novel method to distinguish bot-users from ordinary ones 

 an empirical study of the method's effectiveness  

 

 Future work 
 Considering the semantic features 

 Adding Graphic techniques 

 Extending in others areas, like forum, E-commence websites 

 ... 
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Thank you ! 
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Scenario Experience 

 

bot-users 

offer registered accounts 
ask to spread fake infomation 
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Related Work 

 Water army 

 Has been well studied 

 Detect water army usually throuth URL, name, etc. 

 Bot-users 

 hasn't been widely studied  

 mainly focus on the tweet 

 Difference between Weibo and Tweet  

 forms: more diversive, including pics, videos, etc. 

 topics: more entertainment, while mainly news in tweet 

 behavior: higher frequence 

 
Still requires further improvements ! 
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bot-users 

offer registered accounts 
ask to spread fake infomation 



Classification 

 test the efficience 
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